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Executive Summary
Digital authoritarianism is on the rise globally, and democracies such as the United States
are not immune to these influences. This policy report utilizes several case studies that demonstrate
digital authoritarianism’s impact on American democracy at the state, corporate, and individual
levels. Within these levels of analysis, the theoretical frameworks of sharp power and digital
systems of oppression provide useful ways of understanding digital authoritarianism’s effects on
democratic values and freedoms. Authoritarian threats to American state-level institutions and
state security measures are becoming more prominent as autocratic regimes project their sharp
power in cyberspace and democracies incorporate digital surveillance practices that further
entrench institutionalized systems of oppression. American tech companies have increasingly
divorced their interests from the state, pursuing growth at the expense of liberal democratic values;
as a result, these companies have supported the development of autocratic surveillance and control
technologies. Individual user experience on online platforms is an extension of civil liberties,
specifically the freedom of expression and speech. While the protection of democratic values
within online spaces is crucial in combating digital authoritarian tendencies, the American federal
government has been complacent in the perpetuation of oppression online. Current regulations and
policy models have been unable to effectively address 1) the long-term ramifications of
authoritarian influences on American democracy, 2) the US’s increasing normalization of digital
authoritarianism practices, and 3) the continued degradation of Americans’ civic rights and
freedoms. Due to the failure to address the aforementioned gaps and the absence of guidelines, it
is crucial to implement the proposed policy recommendations in this report.
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Introduction
The global decline of democratic values presents a growing challenge for democracies,
demonstrating the prematurity of the optimism surrounding the third wave of democratization
(Lührmann and Lindberg 2019, 1096). Digital authoritarianism (DA) can be broadly defined as
the “use of digital tools to surveil, repress, and manipulate domestic and foreign populations” (Tan
2021; Polyakova and Meserole 2020, 1). In particular, DA presents an increasing threat to United
States (US) national security and democracy (Sherman 2021, 107). Hacking American political
institutions has become a prominent method authoritarian regimes use to erode democratic values
and manipulate foreign democratic populations, thereby contributing to the spread of DA (Rid and
Buchanan 2018, 8). In their pursuit of profit, American tech corporations have disregarded
fundamental human rights, thereby validating authoritarian regimes and the China Model as a
legitimate alternative to development. The use of facial recognition technology (FRT) by
American law enforcement presents concerns on how this technology infringes on democratic
freedoms and reproduces digital racial oppression through the normalization of state digital
authoritarian surveillance practices. Lastly, current content regulation often silences certain voices
while allowing others to thrive on digital platforms, which facilitates the rise of authoritarian
censorship within democracies (Angwin and Grassegger 2017). Online intimidation and
harassment within social media platforms also carry the potential to negatively impact political
participation and create new barriers to entry as activists and political candidates have come under
attack from trolling campaigns and death threats. In conclusion, DA is infiltrating American
democracy in a multitude of ways, and this policy report will provide guidance and policy
recommendations for the US federal government to curb its continued propagation.
This policy brief will explore the following questions to determine appropriate policy
recommendations: How are authoritarian government-directed hacking and authoritarian
government relationships with American corporations undermining democratic values and
contributing to the spread of DA? How do DA and systems of oppression become integrated into
democratic societies through the use of emerging technologies both by private corporations,
platform users, and state actors? Through the examination of a series of case studies, this policy
brief will pose the arguments that follow. Authoritarian governments’ hacking activities against
American federal, democratic institutions is weakening public trust in these institutions. This
erosion of trust is further exacerbated by the divorce of interests between the state and the
corporation; this results in American firms becoming complicit in the violation of human rights,
thereby raising the validity of the China Model, and undermining American soft power.
Furthermore, authoritarian techniques are increasingly being utilized within democracies, which
is reflected in the private technology sector, digital platforms, and state governance in the US.
These strategies include undermining personal privacy and public trust by perpetuating systems of
oppression through public digital platforms and state surveillance technology. Finally, policy
recommendations will be provided based on the research findings outlined in this report.
Literature Review
Digital Authoritarianism, Sharp Power, and Democracy
DA is a prominent threat to American democratic state institutions, and it has often been
propelled by American corporations and spread through authoritarian influence on democracies.
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Authoritarian states engage in hacking activities against democracies, such as the US, for reasons
that include influencing elections, undermining political institutions, exacerbating extremism, and
committing strategic espionage (Kerr 2018, 61). Additionally, because many advanced
technologies can be used for both tyrannical and democratic purposes, American companies supply
a significant proportion of the surveillance and censorship technologies autocratic countries utilize
to control their populations (Sherman 2021, 110). Furthermore, as autocratic regimes such as
China and Russia become the top global suppliers of digital technologies and ICT infrastructure
useful for advancing authoritarianism, they are developing more sophisticated sharp power
capabilities (Polyakova and Meserole 2020, 1, 9). Sharp power is associated with authoritarian
regimes’ aggressive and malign efforts to stealthily exploit the open nature of democratic
institutions while avoiding detection (Walker and Ludwig 2017, 13). As an outward expression of
DA, sharp power describes Chinese and Russian exercises of power that the soft power/hard power
dichotomy could not capture (Walker and Ludwig 2017, 12). Hard power relies on coercive
military and economic measures while soft power is exercised non-coercively when states
convince other states to desire what they want, through utilizing the power of ideas, for example
(Nye 1990, 164, 166). In the digital age, sharp power presents a particularly menacing threat to
democracies’ open and accessible cyberspaces.
Authoritarian state-backed hacking is a form of foreign interference against democracies
that represents a general avenue through which autocratic states project sharp power and DA
(Henschke, Sussex, and O’Connor 2020, 181–82; Rid and Buchanan 2018, 8). Foreign interference
activities are most damaging to democracies when they target one of the following “five I”
vulnerabilities: democratic institutions, private industry, election infrastructure, core democratic
ideas and norms, and individuals (Henschke, Sussex, and O’Connor 2020, 181). Democratic
institutions are the most prominent targets for authoritarian hackers, whose efforts have created
significant fissures in social cohesion (Rid and Buchanan 2018, 8). In particular, the public trust
these institutions rely on for their legitimacy is the major democratic value authoritarian hackers
attempt to undermine, demonstrating a significant source of sharp power (Arpino and Obydenkova
2020; Rid and Buchanan 2018, 8). Democracies require public trust because “it is considered a
necessary precondition for democratic rule, [and] a decline in trust is thought to fundamentally
challenge the quality of representative democracy” (van der Meer 2017, 1). Not coincidentally, the
core democratic value present in all five I’s is public trust in democracy (Henschke, Sussex, and
O’Connor 2020, 183). Maintaining public trust in democracy is vital to its preservation, which
requires stronger protection of critical democratic institutions against cyberattacks from
autocracies.
The absence of morality in the corporate pursuit of profit has resulted in the undermining
of democratic values and ideals as American firms attempt to penetrate the Chinese market. (Crofts
and van Rijswijk 2020, 80; Liu 2021, 54). To access the market, American companies have had to
conform to Chinese regulations and data localization policies, subjecting them to the scrutiny and
control of the CCP (Liu 2021, 52). Despite broader liberalization efforts made within China,
companies are expected to operate for the benefit of the state and its agenda (Freedman, 2021).
This realignment of goals (officially referred to as the prevention of “the disorderly expansion of
capital”) has been at the heart of recent trust-busting measures made by the CCP (Freedman 2021).
With the American tech sector complicit in its DA practices, the CCP can more effectively direct
the expansion of its sharp power capabilities while promoting the development of its own AI sector
through extensive data sets unavailable to competitors. (Liu 2021, 48; Darby and Sewall 2021).
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China’s state-corporate relationship places disproportionate weight on the state, emphasizing
innovation and control over capital growth to further the grand ambitions of the CCP.
Digital Authoritarianism and Systems of Oppression Within Democracies
Understanding how digital oppression is exacerbated within Internet and technology
infrastructures requires an expansive look into corporate regulation of user speech and state-led
use of surveillance technologies (Gangadharan 2021, 113). This understanding of digital systems
of oppression is rooted in institutional power and histories of inequality, which results in
technological practices that disproportionately affect racialized communities while further
infringing on democratic rights and freedoms (NMAAHC 2019). The growing concerns over the
expansive reliance of DA practices within democratic states has resulted in the pressing need for
effective policies to protect the rights and privacy of all Americans.
With this in mind, the US law enforcement’s use of FRT presents one concerning way
government officials are using DA tactics to retain power and control of the public’s personal data
(Michaelsen and Glasius 2018; Silverman 2017). Extensive and untargeted use of this technology
raises concerns over FRT’s long-term effects and how the lack of regulation “undermine[s]
fundamental rights, in particular the right to privacy, and may lead to prejudice and discrimination”
(Nesterova 2019, 1; Yayboke and Brannen 2020). With the US Department of Justice’s
introduction of the Smart Policing Initiative of 2017, local police units received increased funding
for technological innovation that included FRT (Smart Policing Initiative 2017; Ringrose 2017,
57). With approximately half of all American adults’ data being store in country-wide facial
recognition databases, concerns over this technology’s extensive use have become even more dire
considering the recent studies on software inaccuracies regarding Black faces and the biases and
ethical dilemmas ingrained within technological development (Ringrose 2017, 58; Leslie 2020).
Thus, further federal and state-wide policies and regulations need to be developed to prevent the
continuing effects that FRT has on democratic freedoms and privacy rights in the US.
Furthermore, the prevalence of hate speech on digital platforms is one of the many ways
individuals within democracies attempt to utilize authoritarian techniques. Free speech is a right
granted in the US by the First Amendment (U.S. Const. amend. 1). However, digital platforms
such as Facebook are not bound by the Constitution’s First Amendment and have thus shaped a
new system of governance where platforms can control what information exists in the public
sphere (Kadri and Klonick 2019). Many scholars have noted inconsistencies in how platforms
regulate hate speech and digital harassment. This is felt along the ideological spectrum and can
particularly be attributed to faulty decision models developed by media platforms like Google,
Twitter and Facebook (Brunk et al. 2019, 1). Therefore, it is important to consider how hate speech
exists on digital platforms, the effect this has on US democracy, and what digital platforms are
doing to combat hate speech.
Furthermore, there has been an ongoing rise of right-wing hate groups within online
spheres, which is believed to be mirroring the recent rise of right-wing populism instigated by
Trump and other similar figures in politics (Marshak 2017, 506). The growth of right-wing rhetoric
and targeted online attacks have been further intensified based upon the imagined binary of
populist ideals towards forming an ‘us’ vs ‘them’ adversarial grouping (Saresma et al. 2021, 224).
Furthermore, despite Facebook’s ban of hate speech under their Community Guidelines, scholars
argue right-wing groups have instead found ways to continue to spread violent speech without
being flagged or removed by Facebook (Ben-David and Matamoros-Fernández 2016; Ghosh
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2020). Users have discovered specific language that does not result in them being flagged by
human or AI moderators, and have strategically utilized the under-regulated comments sections to
spread digitally mediated violence (Ben-David and Matamoros-Fernández 2016; Saresma et al.
2021, 224). The term ‘digitally mediated violence’ refers to the harm presented within online
harassment towards its targets as well as broader ideological movements that are intensified as
violence is promoted to address constructed enemies (Saresma et al. 2021, 224). Furthermore,
Facebook’s “like,” “share,” “comment,” and “report” buttons also provide resources to hate
groups, as these groups create echo chambers of ideas, which are fueled by obtaining likes,
gathering numerous comments, and challenging other users to report them (Ben-David and
Matamoros-Fernández 2016, 1168; Ghosh 2020; Sunstein 2017). Therefore, digital platforms are
reproducing systems of oppression, as the issue lies not only with user’s speech, but also with the
affordances of the platforms and how these digital platforms regulate hate speech.
Case Studies
Case Study 1: Digital Threats to Democratic State Institutions
Hacking democratic states’ political institutions is one of many foreign interference
methods authoritarian governments use to undermine American trust in democracy (Omand 2018,
10). Americans’ declining trust in government makes their political institutions desirable targets
for authoritarian foreign interference (Rid and Buchanan 2018, 8). Two cases of hacking in 2015
against the Office of Personnel Management (OPM) and the Internal Revenue Service (IRS)
demonstrate the American federal government’s vulnerabilities to DA. In April 2015, a Chinese
state-sponsored group breached the OPM’s network (Chen 2019, 3). The data breach compromised
21.5 million peoples’ sensitive information, including that of 4.2 million federal employees, their
background checks, and federal security clearance questionnaires (Chen 2019, 3–4; Vail 2017,
221). In May 2015, it was publicized that Russia had breached nearly 700,000 taxpayer accounts
through the IRS between January 2014 and May 2015 (Huffpost 2015; New York Post 2015;
Morgan 2016; IRS 2016). Previously stolen taxpayer information from non-IRS sources was used
to file fraudulent tax returns and between $39 and $50 million was stolen via these dishonest tax
returns (Chen 2016, 104; Reisinger 2015). To curb Americans’ deteriorating trust in democracy,
it is necessary to protect their federal institutions more effectively from authoritarian governments’
cyberattacks.
Both cyberattacks demonstrate a perfect recipe for undermining democracy and reveal
American political institutions’ vulnerability to authoritarian influence in cyberspace. The
consequences of these cyberattacks for American democracy are demonstrated by the associated
threats to national security and Americans’ trust in democratic institutions. As the primary
personnel manager and human resources agency for the US federal government, the OPM
represents a core democratic institution tasked with ensuring the American democracy operates
effectively (OPM 2021), demonstrating the importance of maintaining public trust in this
democratic institution. Additionally, the IRS faces enormous challenges with maintaining public
trust as they increasingly struggle with taxpayer identity theft (Falsetta 2020, 79). Given taxation
legitimacy’s close association with democratic representation in the US (Kato and Tanaka 2018,
184), decreased trust in this institution signals a detriment to democratic values. The IRS and OPM
attacks have highlighted the American government’s ineptitude in protecting key democratic
institutions and civilians’ personal data, which has citizens justifiably worried about whether they
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can trust government agencies to protect their data and secure the institutions they trust (Gootman
2016, 522). Furthermore, while the US values the open flow of information and ideas, their
resistance to regulating cyberspace disadvantages them because authoritarian governments exploit
this openness through cyberattacks and data breaches (Rosenberger 2020, 146; Schmidt et al. 2019,
19). This creates national security threats because of the declining public trust in American
political institutions and the fact that the stolen information can be weaponized against the US
government (National Security Agency 2021; Gootman 2016, 522). In sum, authoritarian
governments’ cyberattacks against America’s political institutions pose grave national security
risks and undermine public trust, which is necessary for any democracy.
The domestic policy and regulatory context is critical to understanding opportunities to
enhance US political institutional security. The IRS is entrusted with providing Americans “top
quality service” and fairly enforcing taxation laws (IRS 2020a), while the OPM is responsible for
providing “a secure employment process,” as well as helping the federal government serve the
American people (OPM, 2021). Several organizations hold the IRS and the OPM accountable. The
Budget and Accounting Act of 1921 established the Government Accountability Office (GAO)
(67th Congress 1921), which is tasked with providing oversight for the IRS and OPM (IRS 2020b;
GAO 2021). In addition, the IRS Restructuring and Reform Act of 1998 created the Treasury
Inspector General for Tax Administration (TIGTA) “to provide independent oversight of IRS
activities” (105th Congress 1998; TIGTA, 2020). Additional oversight of the OPM is provided
through the OPM Inspector General’s office, which was created with the OPM IG Act of 2014
(113th Congress 2014). Despite presenting an appearance of accountability, these oversight
agencies are unable to enforce information security measures within the OPM and IRS, as
demonstrated by the multitude of outstanding recommendations for both agencies (GAO 2021;
TIGTA 2020; OPM IG, 2018). For example, the OPM has yet to create a policy that mandates
annual organization-wide cybersecurity risk assessments and does not provide specialized training
for individuals with significant security responsibilities (GAO 2016; 2019; OPM IG, 2018). The
IRS does not conduct risk assessments of the various authentication channels to reduce identity
theft and has many shortcomings in the implementation of its information security program (GAO
2015; 2017; 2018a; 2018b). The inadequacy of existing policies and practices for securing
American democratic institutions must be addressed.
Case Study 2: Corporate Compliance in Authoritarian Practices
In their pursuit of profit, tech corporations have become compliant with authoritarian
regulatory practices, and therefore complicit in their violation of liberal democratic ideals. With
one of the fastest growing consumer markets and a quickly expanding tech sector, China’s
potential makes it highly desirable for companies to gain a foothold (Atsmon et al. 2012, 15).
China’s regional investments in digital infrastructure through the Belt and Road Initiative (BRI)an ambitious project connecting China to Africa and Europe emulating the Silk Roads of antiquityfurther raise the long-term growth potential of the region, intensifying their sphere of influence
and coercive abilities (Cheney 2019, 1; Shen 2018, 2684-2685). Fears have arisen that China will
utilize this leverage to promote the spread of DA to BRI member states (Polyakova and Meserole
2019, 6; Hemmings 2020, 6); however, while China enables regimes seeking access to autocratic
technologies, it claims not to encourage the spread of its ideology (Weiss 2019; Bader,
Grävingholt, and Kästner 2010, 90). At the forefront of China’s digital infrastructure lies the
BeiDou Satellite constellation, a technological rival to American GPS since it surpasses American
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precision capabilities (Woo and Gao 2020). To promote greater regional integration, the Chinese
Communist Party (CCP) has encouraged BRI member states to adopt the use of its system, further
splintering the region from American influence (Cheney 2019, 6). The American influence that
remains has persisted within its firm's operations; however, the influence has been divorced from
the reach of the state. In their quest for access, these corporations have aided the CCP in the
development, preservation and export of its surveillance and control apparatus.
There does not currently exist any substantial or binding regulations that limit corporatestate partnerships with authoritarian (or democratic) states (Matthews and Tsagaroulis, 2020).
Further, the trade in control/surveillance technologies is often classified as commercial, rather than
military, allowing relatively free movement of these technologies from democracies to
authoritarian regimes (Schaake 2020). Within authoritarian states, emerging data localization
policies require that companies transfer data to state servers, which then becomes integrated into
the state surveillance apparatus (Liu 2021, 52). Since these surveillance and control technologies
are being applied for autocratic repression, democratic states must ensure their corporations uphold
liberal values to avoid infringement of democratic ideals.
In August of 2018, the Intercept published leaked documents revealing Google’s plan to
release a censored version of its platform, codenamed Dragonfly, which conformed to standards
the CCP set (Gallagher 2018). Since Google’s removal from Chinese cyber-domains in 2014,
innovation has taken a toll within China (by approximately 8%) leading to a renewed desire for
platform access within China, and the desire to fulfil that market demand from the company (Zheng
and Wang 2020, 2235). As one of the most prolific tech firms globally, Google’s compromise on
human rights for the CCP has negative consequences of setting of a new precedent for tech firms
internationally and the potentially devastating effects of emerging democracies adopting similar
systems (Gallagher 2018). Technology has long held a significant role within China for cementing
political stability, and its application of AI technology is no exception (Liu 2021, 64; Neubert and
Montañez 2020, 197). Although the company took a step back from Dragonfly following public
outrage in 2018, it is likely they will resume the project once the spotlight dims, as they have done
in the past when faced with public resistance (Gallagher 2019; Zuboff 2019, 156–57). Google’s
grand ambition for becoming the default global search engine does not end with China and is likely
to permeate into the Global South via the BeiDou system.
The BeiDou system symbolizes a major technological milestone for the CCP in its
attempted ascent to regional hegemony (Cheney 2019, 6). BeiDou provides the People’s
Liberation Army, and any other regime which adopts it, satellite capabilities free from any
potential American eavesdropping or counter-intervention (Goswami 2020). In the Pacific region,
BeiDou offers precision targeting capabilities down to 10cm, compared to GPS’ 30cm, swaying
the advantage towards China’s military allies (Goswami 2020; Woo and Gao, 2020). In addition
to promoting uptake to BRI member states, China has offered BeiDou’s services to any state or
company at no charge, significantly increasing the potential of states to integrate themselves with
global markets. It should be noted, however, that through BeiDou, Chinese presence, implicitly or
explicitly, will increase substantially within its sphere of influence (Goswami 2020). BeiDou also
presents China with the potential to access even more training data for its AI, placing its tech sector
in an advantageous position against American companies in the long-term (Hemmings 2020, 6;
Liu 2021, 49-50). While it might not claim to encourage the spread of authoritarianism to its
neighbours, the CCP stabilizes autocratic regimes and enables the repression of their domestic
populations (Bader, Grävingholt, and Kästner 2010, 88-91). BeiDou and the digital BRI carries
the potential of lifting millions of people out of poverty and integrating them into the global
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economy; however, following the China Model of development risks autocratizing the region and
solidifying Chinese regional hegemony. It is therefore in American geostrategic interest to
preserve liberal democratic values and impede the spread of DA; otherwise, it will find its interests
in the Global South relegated to those of China.
Case Study 3: Digital Threats by Law Enforcement on Democratic Freedoms
The recent concerns over how digital technology has threatened civil rights and freedoms
are not solely regarding foreign influence from authoritarian regimes, but also includes concerns
over how this technology erodes democratic states through their participation in authoritarian
actions (Michaelsen and Glasius 2018, 3789). To understand how systems of oppression exist
within these digital technology infrastructures, it is crucial to examine the ways that software such
as FRT have inbuilt racial biases within the software that fail to accurately recognize Black faces
(NMAAHC 2019; Garvie and Frankle 2016). With this in mind, the American law enforcement’s
unregulated use of this flawed technology is founded on the desire for mass collection and control
of citizen data, which only further violates the privacy and democratic freedoms of the American
people (Silverman 2017, 149). In recent years, the US law enforcement’s use of FRT has raised
concerns from lawmakers, scholars, NGOs, and technology firms about the lack of regulation over
this technology and the long-term effects of its use by state security. Debates surrounding
algorithmic inaccuracies, racial biases and privacy violations present implications on the potential
impacts these technologies have on democratic freedoms and the ways the US criminal justice
system will use this unregulated data (Gravie and Frankle 2016; Klare et al. 2012). Studies have
shown that inaccuracies in commonly used FRTs such as Amazon’s Rekognition Scan and
ClearviewAI, specifically impact racialized Americans due to biases and algorithmic errors, which
has led technology companies and lawmakers to raise concerns about the long-term consequences
of the lack of effective policy responses (Hill 2021; Valentino-DeVries 2020; Markey 2020). Over
the past year, corporations like Microsoft, IBM, and Amazon began a moratorium on the selling
of their FRT to law enforcement due to these concerns and have since advocated for the US
government’s formal regulation of these technologies (Duffy 2020; Jackson 2020).
While discussions surrounding federal legislative measures on the topic continue, over 600
American law enforcement agencies continue to use FRT in 2020 (Valentino-DeVries 2020). In
California and New York, there have been debates by both lawmakers and NGOs surrounding
local police’s arbitrary use of FRTs. Both Amnesty International and the ACLU continue to
advocate for state examination into whether FRT is necessary for day-to-day policing and they
state the importance of developing regulations on law enforcement’s use of the technology (Hern
2021). Despite New York’s recent discussions on implementing legislation surrounding the
NYPD’s use of surveillance technology, the state continues to lack effective regulations on the
department’s use of FRT and instead, they restricted their legislation to solely reporting and
evaluating general surveillance software (Jackson 2021). Likewise, the LAPD’s use of FRT has
made significant expansions into various forms, from the software’s inclusion in their 2016 “smart
cars'' to their extensive use of facial recognition databases for small crimes (Garvie and Frankle
2016; Rector 2021). Earlier this year, the LAPD approved a policy to present limitations on what
software they can use but they still fail to effectively regulate the accepted usage, leading to
concerns about the embedded software flaws that disproportionately affect Black Americans
(Rector 2021; Klare et al. 2012). Unlike both New York and California, Massachusetts’ new bill
S.2963 includes regulations on FRT’s use, legal permission requirements for the technology’s use,
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as well as the inclusion of an app that only the state police or FBI can use, not local officers (Hill
2021; 192nd General Court of the Commonwealth of Massachusetts 2020). This policy has been
praised by members of the ACLU who recognize the impossible nature of a full ban on FRT and
consider Massachusetts’ new regulations as a positive step forward in state-made legislation on
FRT (Ibid).
All three of these states present tangible case studies that contribute to the potential for
policy solutions and regulations on FRT at both a federal and state level. In conjunction to stateled policies, members of Congress have recently been arguing for stricter legislation regarding
federal and local law enforcement’s use of these technologies and the lack of action, which has
disproportionately affected racialized communities (Markey 2020; Newman 2019). Last year, the
Facial Recognition and Biometric Technology Moratorium Act of 2020 was introduced to
Congress to halt federal and local law enforcement’s use of FRT (Markey 2020). If passed, this
Act would represent a significant milestone in policy production that aims to protect Americans’
civil rights and freedoms and recognizes the ways law enforcement engage in undemocratic
initiatives with this technology, which further reinforces systematic oppression.
Case Study 4: Facebook’s Contribution to Authoritarian Practices
Content regulation on Facebook has been criticized for facilitating the rise of authoritarian
censorship within democracies through unclear regulation policies and digital systems of
oppression that often silence certain voices while allowing others to thrive on their platform. There
are several federal laws in the US that address social media regulation; however, most address
privacy concerns and not the regulation of hate speech online. The primary federal law that
currently addresses hate speech online is the Communications Decency Act (Electronic Frontier
Foundation n.d.). However, content on social media remains primarily regulated by the individual
technology companies, which users agree to during registration. Facebook specifically touches
upon content moderation and the regulation of hate speech in their Community Standards under
“Objectionable Content” (Facebook Community Standards 2021). Overall, Facebook states that
any direct attacks against individuals based on human characteristics are considered hate speech
(Facebook Community Standards 2021).
Facebook’s community standards define hate speech as an attack on a person within a
protected category, but what does “protected category” mean (Facebook Community Standards
2021; Angwin and Grassegger 2017)? Some protected categories include race, ethnicity,
nationality, sex, gender identity, and disability (Facebook Community Standards 2021). However,
in 2017, American congressman Higgins called for the slaughter of “radicalized” Muslims in a
Facebook post, which was left posted for public consumption (Angwin and Grassegger 2017).
Facebook’s internal documents for content moderation show that since Higgins used the word
“radicalized,” the post passed community guidelines since it was not an attack on a full racial
group, but rather a specific sub-group (Angwin and Grassegger 2017). For a group to be protected
from hate speech, all the listed traits in the Facebook post must fit into a protected category.
However, in Higgins’ post, the characteristic “radicalized” is not a protected trait, so the post does
not violate Facebook’s hate speech rules.
Furthermore, many Black Lives Matter activists have complained after Facebook removed
their posts about White supremacy and violence against Black Americans. Despite Facebook
acknowledging in their Community Standards that speech on Facebook is sometimes used in an
exemplary way to show the kind of discrimination that minority groups face, Facebook has still
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removed many individual’s posts quoting or showing photos of racist messages they have received
(Facebook Community Standards 2021; Guynn 2019). On June 3, 2020, activist Louiza Doran was
notified that any post that had her name, was linked to her work, or even included her picture had
been flagged and removed for violating Facebook’s community standards (Silverman 2020).
Doran explained that her content was often removed, and her account was sometimes suspended
due to her frequent discussion of Black individuals’ experiences with systematic racism.
Many activists do not want to support Facebook and its guidelines; however, they also
acknowledge Facebook is the best place to spread information on events and reach large groups of
people. Activist Carolyn Wysinger stated that Facebook views racist speech as “simply a matter
of a difference of opinion” (Silverman 2020, para. 15). Wysinger has also had her posts removed
by Facebook, such as a reposted quote that read, “On the day that Trayvon would've turned 24,
Liam Neeson is going on national talk shows trying to convince the world that he is not a racist,”
and added her own text that read, “White men are so fragile, and the mere presence of a black
person challenges every single thing in them” (Guynn 2019, paras. 2-4; Rice 2020; Levy 2020).
Facebook deleted Wysinger’s post in only 15 minutes for violating its standards for hate speech,
and she was given a warning that if she posted anything like this again, her account would be
deactivated for 72 hours (Guynn 2019).
Finally, Black Lives Matter organizer Tanya Faison had a post removed due to hate speech,
which read, “Dear white people… it is not my job to educate you or to donate my emotional labor
to make sure you are informed. If you take advantage of that time and labor, you will definitely
get the elbow when I see you” (Guynn 2019, para. 12). On the other hand, another user posted a
photo of Faison accompanied by text stating their wish for someone to murder her (Levy 2020).
This Facebook post remains untouched by content moderators (Levy 2020). Lastly, it is important
to acknowledge that this kind of violent speech online has been cited as directly affecting realworld violence against minorities (Scott and Delcker 2019; Siripurapu and Merrow 2021). Overall,
Facebook’s community standards lack clarity pertaining to protected and unprotected groups.
There also continues to be issues concerning the presence of hate speech and the removal of speech
that is trying to bring light to the racism that exists both on and off the platform. All these issues
are contributing to the rise of DA within the US, as certain voices and ideas are permitted to exist
on Facebook while other ideas are being silenced.
Case Study 5: Online Harassment as a Threat to Democracy
The unfettered nature of online discourse on platforms such as Facebook and Twitter has
facilitated a toxic environment for women and emboldened harassment and trolling, which can
replicate systems of oppression that exist in given social structures. This phenomenon has made it
increasingly harder for women in politics to strategically make use of such platforms, thereby
enabling political intimidation and facilitating DA. Online harassment is cited as a barrier to entry
for many considering a career in politics given the severity of the abuse often levied against those
that do enter politics (Krook and Sanin 2019, 740). Existing female politicians are also unable to
communicate with constituents efficiently due to constant interaction with internet harassers that
flood comment sections and inboxes. There is a clear consensus that women in general are targeted
at a higher rate and young women are more vulnerable than older adults in the escalation of online
harassment towards attempted physical harm (Marshak 2017, 506).
In recent years, especially since the 2016 American elections, online harassment has
steadily grown along with populist rhetoric (Marshak 2017, 506). Female political candidates have
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experienced online harassment throughout their campaigns, and some continue to be harassed long
afterwards. The case of Erin Schrode exemplifies this; Schrode was a congressional candidate for
California during the 2016 elections who faced immense online harassment containing sexist,
abusive, and anti-Semitic remarks (Mekouar 2019). The harassment was further instigated by a
neo-Nazi website that led a trolling campaign against Schrode, which also released her personal
phone number and email address (Mekouar 2019). The targeted harassment of Schrode did not end
after she had lost her primaries and continued well into 2018 (Astor 2018).
Internet trolls often target women of colour and women from minority groups (Astor 2018),
thereby reproducing systems of oppression online. In terms of gendered online hate, “the more
these categories intersect in any single individual, the more likely any public appearance or visible
activism on their part will result in targeted hate toward that individual” (Saresma et al. 2021, 222).
Therefore, women in general and women from minority groups are at a greater risk of experiencing
similar societal structures of violence on online platforms. Schrode was clearly targeted not only
as a woman, but also as a Jewish woman. Attacks on racial, religious, and ethnic identity are clearly
motivating factors within online hate and harassment. Ilhan Omar, a current House Representative
for Minnesota, is one of the most demonstrative cases of hate speech and harassment being
specifically targeted at a candidate because of their gender, race, and religion. As a Black woman,
Omar was subject to racist comments, and as a Muslim woman, she faced substantial backlash.
This harassment was exacerbated by President Trump as he called Omar out in his tweets and
portrayed her in a negative light (Saresma et al. 2021, 232-233). Similarly, House Representative
for Massachusetts, Ayanna Pressley, was also the victim of online harassment and hate speech
directed towards her gender and race (Haines 2021). Omar and Pressley are both current members
of Congress and face online trolls and negative comments daily. The examples of their struggles
online can discourage women, especially women of colour, from participating in politics. The 2016
elections also marked the first instance of a female candidate dropping out of a race due to an
influx of death threats and online harassment. Kim Weaver ran in Iowa’s congressional race in
2016 but decided to withdraw from the race after she felt that her personal safety was at risk due
to online harassment and threats on her life (Doyle 2017). Weaver’s case is also demonstrative of
political intimidation online to suppress political participation.
Though content moderation methods and restriction attempts have been made, issues have
risen over ineffectual moderation or unequal application of policies. Users, and politicians
themselves, have noted the discrepancies between responses to trolls attacking female politicians
and other claims of harassment (O'Sullivan 2020). At present, users can block unwanted accounts
from interacting with them and platforms like Twitter and Facebook have their own internal
policies for regulation. This current form of regulation is reliant on other users flagging
inappropriate content and reporting it under the applicable violation (Ullmann and Tomalin 2019,
73). The main cause of concern for women on these online platforms is the security of their private
information and the ability to safeguard themselves from harassment, for which a solution to
content moderation is reliant upon. New moderation technologies based on AI work to quarantine
harmful content before it is posted on social media platforms, thereby protecting users and manual
moderators from viewing such harmful content (Ullmann and Tomalin 2019). This method would
strike a balance between free speech and hate speech, shielding users from threats of harassment
and general online toxicity.
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Policy Recommendations
Based on the digital authoritarian threats outlined in the above case studies, the US
government should implement the following policy recommendations to prevent further damage
to American democracy:
Recommendation 1
To improve their information security programs, the IRS and the OPM should implement
all the GAO’s and OPM IG’s outstanding recommendations from past information security reports
for each respective agency. Additionally, independent oversight agencies should conduct annual
audits of federal institutions’ information security systems and meaningful consequences must be
enforced to ensure federal, political institutions are held accountable for their roles in securing the
American democracy from DA forces.
Recommendation 2
It is in America’s best interest to restrict its firm's dealings with the Chinese state and its
SOEs to limit further legitimization of the China Model alternative. This issue should be addressed
both at the state level, and multilaterally through the OECD by ensuring proper redress
mechanisms exist against anti-competitive practices, technology transfers are limited or prevented,
and intellectual property is protected by enforcing pre-existing standards. The US should also
encourage equitable partnerships with emerging democracies to ensure the continued use of its
own systems, such as GPS, and to highlight the transparency offered in American leadership.
Recommendation 3
The US Congress needs to halt the use of FRT federally until state-led policies are
implemented on its use by law enforcement. These policies must include the regulation of everyday
use of FRT by local officers and the instilling of administrative checks and balances in the form
of permission requests and time-limits on the use of FRT. Moving forward, Massachusetts’ Bill
S.2963 presents a tangible example for decision makers on how these policies can be implemented
on a state-level and why immediate federal regulatory action is necessary.
Recommendation 4
It is recommended that the US federal government implement fines for technology
companies who fail to promptly remove hate speech and violent content, to increase each
platform’s accountability and ensure they adhere to their regulation policies. Furthermore, the US
government should require platforms to report Americans’ online violent speech to US authorities
when there is a presumed risk of real-world violence, to decrease the number of organized hate
crimes.
Recommendation 5
Given the unequal application often accompanying manual content moderation and
reliance on user generated flagged content, formulating, and implementing base AI operations that
can analyze content before being uploaded is key. The approach of the quarantine method will
accomplish this by alerting recipients of harmful content from other users and allowing them to
choose whether they would like to view it. To ensure consistent regulation across platforms,
federal policy should aim to work alongside platforms in establishing clear AI operations that can
be implemented within popular platforms like Facebook and Twitter.
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Conclusions
To conclude, this policy report has outlined a variety of democratic vulnerabilities to the
rise of DA in the US and proposed several solutions for the American federal government to curb
these trends. Given many federal institutions’ lax information security measures, they need to be
diligent in implementing outstanding information security recommendations from oversight
agencies and they should be subject to annual security audits, as well as meaningful consequences
for noncompliance. American institutions can no longer bear the brunt of its firm's negligence
within the international community, and its corporations must be held to liberal democratic
standards in their interactions with authoritarian regimes. Following concerns over the
discriminatory and inaccurate nature of FRT and its impact on democratic freedoms, the federal
government needs to enact regulations on the arbitrary use of this technology by local law
enforcement to ensure legislative checks and balances are implemented concerning how it should
be used within investigations. Given the struggles associated with manual content moderation and
limitations to freedom of speech within social media platforms, the quarantining method will
effectively reduce the gap between acceptable online behaviour and hate speech as it relates to
user experience. Because of the US’s lax regulations surrounding new technologies that facilitate
sharp power and reproduce systems of oppression, failure to act on these current trends of DA will
further degrade Americans’ trust in democratic values and institutions, thereby harming global
democratic standards.
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